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DETAILED ACTION 

I. Claims 1-1 1 liave been examined. 

Drawings 

1 . No drawings liave been submitted witli tliis application. As stated within 35 
U.S.C. 1 1 3: The applicant shall furnish a drawing where necessary for the 
understanding of the subject matter sought to be patented. When the nature of such 
subject matter admits of illustration by a drawing and the applicant has not furnished 
such a drawing, the Director may require its submission within a time period of not less 
than two months from the sending of a notice thereof. Drawings submitted after the filing 
date of the application may not be used (i) to overcome any insufficiency of the 
specification due to lack of an enabling disclosure or otherwise inadequate disclosure 
therein, or (ii) to supplement the original disclosure thereof for the purpose of 
interpretation of the scope of any claim. 

Claim Rejections - 35 USC §112 
The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification sliall conclude witli one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 2, 4, 7, 8, 10 and 1 1 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. 

2. Claims 2 and 4 have the claim language "and/or". It is unclear as to whether one 
or both components are required. Appropriate correction is required. The Examiner will 
broadly interpret the claim language to pertain to "or". 
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3. The term "possibly" in claims 7, 10 and 1 1 is a relative term which renders the 
claims indefinite. The term "possibly" is not defined by the claims, the specification 
does not provide a standard for ascertaining the requisite degree, and one of ordinary 
skill in the art would not be reasonably apprised of the scope of the invention. 

4. Claims 7 and 8 contain the trademark/trade name "Java". Where a trademark or 
trade name is used in a claim as a limitation to identify or describe a particular material 
or product, the claim does not comply with the requirements of 35 U.S.C. 112, second 
paragraph. See Ex parte Simpson, 218 USPQ 1020 (Bd. App. 1982). The claim scope 
is uncertain since the trademark or trade name cannot be used properly to identify any 
particular material or product. A trademark or trade name is used to identify a source of 
goods, and not the goods themselves. Thus, a trademark or trade name does not 
identify or describe the goods associated with the trademark or trade name. In the 
present case, the trademark/trade name is used to identify/describe the components of 
a distributed object computing infrastructure and, accordingly, the 
identification/description is indefinite. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, publisiied under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only If the International application designated the United States and was published under Article 21(2) 
of such treaty In the English language. 

Claims 1-8 are rejected under 35 U.S.C. 102(e) as being anticipated by United 
States Patent No. 7,127,605 to Montgomery et al., hereinafter Montgomery. 
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5. On page 4 of the Applicant's Specification, with regards to the terms "licit" and 
"illicit", it is stated that "the actual definition of what is a licit or illicit reference depends 
on the system, on the programming language and possibly on the context". Thus the 
claim language is open to a broad interpretation and is disclosed via the citations of 
Montgomery below. With the sharing of "applications" within Montgomery being 
permissible, it is broadly interpreted by the Examiner that the Applicant's "means 
considered as licit" pertains to the successful exchanges that are performed. Further, 
with the firewall within Montgomery imposing restrictions on what applet, program, 
operation, etc. can and cannot obtain access to; this pertains to the Applicant's claim 
language of "any operation intended to be forbidden" when a particular component 
cannot complete the desired access attempt with success. 

6. Regarding claim 1 , Montgomery teaches a method for controlling access to data 

handled by references in a system for executing programs (including processes and 
tasks), wherein upon executing a program, it comprises the following steps: having the 
system store the whole of the references which the program obtains by means 
considered as licit (column 2, lines 43-67, "the applications being able to share methods 
in a secure manner using delegates to enforce the security policy that each application 
wishes to impose with regard to each method shared", column 3, lines 1-5, "providing 
maximum granularity of access control", column 4, lines 21-51 , "such an arrangement 
makes mutual authentication practical, which can lead to applets working together at a 
level of trust..." and column 5, lines 3-20); 
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[The Examiner broadly interprets the claimed "references" to pertain to the 

security policies and as to which "server method" they pertain to, as stored within 

the server applet(s) of Montgomery.] 
before any operation intended to be forbidden, if it deals with values which are not licit 
references, having the system check that these values are among the licit references 
which have been stored for this program, and acceptance or rejection of the operation 
accordingly (column 2, lines 43-67, "the applications being able to share methods in a 
secure manner using delegates to enforce the security policy that each application 
wishes to impose with regard to each method shared", column 3, lines 1-5, "providing 
maximum granularity of access control", column 4, lines 21-51 , "such an arrangement 
makes mutual authentication practical, which can lead to applets working together at a 
level of trust..." and column 5, lines 3-20). 

[Further, there is a check within Montgomery as to whether there is a proper 
association between the policies and the particular applets initiating the request to 
perform particular operation(s); thus teaching the claimed invention.] 

7. Regarding claim 2, Montgomery teaches wherein the references are pointers 
and/or handles (Figure 2e, column 3, lines 43-60, "a client applet 100 obtaining a 
reference to a server applet 102" and column 4, lines 21-35). 

[The claimed "pointers" are broadly interpreted by the Examiner to pertain to the 
"reference"(s) disclosed by Montgomery.] 

8. Regarding claim 3, Montgomery teaches wherein the licit means for a program in 
order to obtain reference values comprise at least one of the following operations: 
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reading a variable or a datum belonging to the system or to another program, writing 
into a variable or datum of said program by the system or by another program, receiving 
arguments upon calling a routine of said program by the system or by another program, 
utilization ofttie return value from the call by said program of a routine belonging to the 
system or to another program, having said program catch up a raised exception during 
execution of a routine belonging to the system or to another program, receiving by said 
program an interruption or a valuated signal (column 3, lines 43-60, "the server applet 
102 responds by returning 208 to the JCRE 108 a reference to a shareable interface 
object (SIO) 206 if access is granted to the client, or null if access is not granted"). 

9. Regarding claim 4, Montgomery teaches wherein: the system comprises a 
mechanism which determines whether a given value is a valid reference, and/or the 
stored licit references are limited to the sole references on data considered as sensitive 
for the system, ar?c//or said chec[<s check that the values are among the sensitive licit 
references which were stored for this program or else which are references determined 
as valid and dealing with data which are not sensitive (column 4, lines 57-67 and 
column 5, lines 3-20). 

1 0. Regarding claim 5, Montgomery teaches wherein the system comprises a firewall 
which forbids certain operations by certain programs on certain referenced data, data 
considered as being sensitive for the system being those for which the operations are 
not forbidden by the firewall (column 3, lines 43-62, "the SIO 206 still cannot access 216 
methods in the client applet 100; such access is still prevented by the firewall 106" and 
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column 4, lines 21-66, "server applet 102 is still prohibited from accessing 310 the client 
applet 100 due to firewall 106"). 

1 1 . Regarding claim 6, Montgomery teaches wherein the firewall forbids certain 
operations by a program on data belonging to other programs, except on those declared 
as shareable (column 3, lines 43-62, "the SIO 206 still cannot access 216 methods in 
the client applet 100; such access is still prevented by the firewall 106" and column 4, 
lines 21-66, "server applet 102 is still prohibited from accessing 310 the client applet 
100 due to firewall 106"). 

12. Regarding claim 7, Montgomery teaches wherein the system is based on a Java 
Card virtual machine and wherein: a program consists of the whole of the code which is 
found in a "Java Card package"; the firewall is that of the Java Card Runtime 
Environment (JCRE); the data declared as shareable (and therefore sensitive) are 

objects which are instances of classes which implement the 

"Javacard.framework.Shareable" interface as well as, possibly, the objects with public 
use of the system: global arrays and Entry Point Objects of JCRE (Figures 1-2d, 3a and 
3b, column 3, lines 31-60 and column 6, lines 32-62, 
"JCSystem.getAppletSharablelnterfaceObject"). 

13. Regarding claim 8, Montgomery teaches wherein the system stores in sets of 
sensitive licit references associated with a package all the references which appear in 
the following cases: receiving arguments of "Javacard.framework.Shareable" type when 
a method of said package is called by another package or by the system, 
"Javacard.framework.Shareable" type return value when said package calls a method 
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from another package or from the system (including the a 
"getAppletSharreablelnterfaceObject" method of "Javacard. framework. JCSystem 
package"), reading a public static field of "Javacard.framework.Shareable" type in 
another package or in the system, catching up an instance object of a class from 
(inheriting from) "java.lang.Throwable" and implementing 

"Javacard.framework.Shareable" (Figures 1-2d, 3a and 3b, column 3, lines 31-60 and 
column 6, lines 32-62, "JCSystem.getAppletSharablelnterfaceObject"). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 

Claims 9-1 1 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 

Montgomery as applied to claim 1 above, and further in view of United States Patent 

No. 6,658,573 to Bischof et al., hereinafter Bischof. 
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14. Montgomery significantly teaches the claimed invention, as cited above. 
However, Montgomery does not substantially teach the claim language of claims 9-1 1 . 
Bischof teaches said claim language, as cited below. 

1 5. Regarding claim 9, Bischof teaches wherein the whole of the licit stored 
references is represented by a table (column 13, lines 6-25). 

16. The motivation to combine would be to have an appropriate organizational 
structure for the objects within the system. 

1 7. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to incorporate the teachings of Bischof with the teachings 
of Montgomery to provide an interface in which "the entity data and services can be 
accessed and transformed" {Bischof- column 5, lines 5-7). 

1 8. Regarding claim 1 0, Bischof teaches wherein the set of the licit stored references 
is emptied, by means of a possibly conservative garbage collector, of references which 
have become inactive (column 15, lines 4-11 and column 16, lines 1-9, "the garbage 
collection is responsible for removing obsolete objects and freeing up the memory"). 

1 9. The motivation to combine would be to optimize memory allocation. 

20. Therefore, it would have been obvious to one of ordinary sl<ill in the art at the 
time the invention was made to incorporate the teachings of Bischof with the teachings 
of Montgomery so that objects within the memory that are of no further use are 
discarded; thus allowing for the amount of memory occupied to be reduced and 
providing memory for future objects. 
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21 . Regarding claim 1 1 , Bischof teaclies wlierein: the references are represented in 
tlie system by handles and tables of pointers, some of said tables are possibly reserved 
for licit references, the sets of licit stored references are represented by vectors of bits 
associated with some of the tables of pointers, where a bit has a given index which 
represents the presence or the absence of the corresponding reference in said sets, 
said vectors of bits are possibly hollow and represented by means of a sequence of 
indexes or lengths corresponding to the extents of bits positioned in the same way 
(column 13, lines 6-25 and 41-54 and column 14, lines 46-59). 

22. The motivation to combine would be to have the components within the system 
arranged within an organized and easily referable structure. 

23. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to incorporate the teachings of Bischof with the teachings 
of Montgomery to provide an interface in which "the entity data and services can be 
accessed and transformed" {Bischof- column 5, lines 5-7). 

Conclusion 

24. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure. 

25. The following United States Patents and Patent Application Publications are 
further cited to show the state of the art with respect to data access, such as: 

United States Patent Application Publication No. US 2003/0120593 to Bansal et 
al., which is cited to show a method and system for delivering multiple services 
electronically to customers via a centralized portal. 
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United States Patent Application Publication No. US 2005/0044197 to Lai, which 
Is cited to show a structured methodology and design patterns for web services. 
United States Patent No. 6,633,984 to Susser et al., which Is cited to show 
techniques for permitting access across a context barrier on a small footprint 
device using an entry point object. 

United States Patent No. 7,140,549 to de Jong, which is cited to show a method 
and apparatus for selecting a desired application on a smart card. 

26. Any Inquiry concerning this communication or earlier communications from the 
examiner should be directed to JEREMIAH AVERY whose telephone number is 

(571 )272-8627. The examiner can normally be reached on Monday thru Friday 8:30am- 
5pm. 

27. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Korzuch can be reached on (571) 272-7589. The fax phone number 
for the organization where this application or proceeding is assigned Is 571-273-8300. 
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28. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Jeremiah Avery/ 
Examiner, Art Unit 2431 



/William R. Korzuch/ 

Supervisory Patent Examiner, Art Unit 2431 



